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ABSTRACT

This paper presents a Java-based real-time Internet access estimation tool for Quality of Service (QoS) in Internet accesses for Multimedia applications
(JEQoSIM). It is specially aimed for real-time multimedia applications which use the User Datagram Protocol (UDP). The system is capable of estimating
access capacity, available bandwidth and delay as the critical end-to-end QoS parameters for this kind of applications. The algorithm used for QoS
estimations is one-way, and is based on the packet train technique. Real-time QoS estimation elements are distributed among a central server and
the Internet end user. The central server contains a UDP packet bursts server and a web server that hosts the Java applet that implements the UDP
packet bursts client. JEQ0SIM has been validated using several commercial Internet accesses with different technologies: Asymmetric Digital Subscriber
Loop (ADSL), General Packet Radio Service (GPRS) and Universal Mobile Telecommunications System (UMTS).
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1. INTRODUCTION

|nternet has experienced a huge increase in the number of users, services and data transferred. Different Internet access characteristics lead to very
diverse levels of Quality of Service (QoS), which can have a great impact on service performance, particularly on real-time ones.There are several players
interested in estimating QoS, namely network operators, Internet Service Provider (ISP) and end users.Network operators are concerned about network
planning; ISPs want to ensure a certain degree of service for the end user, who finally wants to assess the QoS obtained. Thus, these three agents
can greatly benefit from a system designed to estimate QoS, making it possible for them to compare what is theoretically offered with what is
actually obtained from an Internet access. This is especially important for end users, given the fact that over the last years, problems derived from poor
Internet accesses are at the top positions in the number of complaints to consumer associations. Moreover, QoS can also be considered from different
points of view: security, performance, speed, reliability, overall user impression, etc. As a result, the complex set of elements that influences QoS makes
its measurement a difficult task. Several QoS-related network parameters estimation tools have been designed through the last years, being bandwidth
one of the most widely measured parameters. Other parameters such as delay or packet loss rate are also frequently used, but to a lesser extent. A
review of some bottleneck link bandwidth estimation techniques is presented. However, other estimation tools use a more direct approach to
bandwidth estimation, especially the common real-time bandwidth speed tests. The majority of these systems measure the time required to transfer
one or several fixed-size files to different servers in order to calculate bandwidth. Nevertheless, this method has a major drawback: only the bandwidth
for Transmission Control Protocol (TCP) file transfers is estimated. Real-time applications, on the other hand, are usually transmitted using the Real-time
Transport Protocol (RTP), which in turn uses the User Datagram Protocol (UDP), so existing bandwidth speed tests are not well suited to this type of
applications. In this context, this paper presents a Java- based real-time QoS estimation system for Internet accesses specially aimed at real-time
multimedia applications called evaluation of QoS in Internet accesses for Multimedia applications (JEQOSIM). It is capable of estimating access
capacity, available bandwidth and delay as QoS parameters using UDP packet trains. It has been developed using Java, so it can be easily and quickly
accessible for the end user. The rest of the article is structured as follows: section Il presents the materials and methods used in JEQoSIM and Presents
an overview of the system architecture. A description of the tests carried out to evaluate JEQoSIM performance. Finally, section V presents the evaluation
results obtained and the conclusions.

2. MATERIALS AND METHODS

As has been stated in the introduction, the majority of the publicly available real-time bandwidth speed tests use TCP files transfers as the basis to
estimate bandwidth. This approach, however, has several drawbacks:

4 Only the bandwidth for TCP file transfers can be estimated. UDP-based applications, mainly real-time ones, are not considered.

4 The bandwidth estimation process is highly intrusive, and it is frequently required that the user does not send any other network
traffic while the bandwidth speed test is being carried out. This is not a realistic situation since typical Internet users generate different traffics at the
same time and the access capacity is a value not as useful as the available bandwidth.

4 Usually, delay and packet loss rate are not considered. There are specific tools that take them into account, but they are not intended for
the non-expert Internet user.

2.1. Methodology

In the communication path there is usually a link that sets QoS parameters, and it is commonly called the bottleneck link. Different estimation tools
focused on discovering bandwidth in the bottleneck link (also called the bottleneck bandwidth) use measurement methods that can be classified into
passive, and active. Active measurement methods can be further divided into those that measure Round Trip Time (RTT) and those that only measure
one traffic direction (One-Way). The most used protocols in these measurement systems are UDP, TCP and Internet Control Message Protocol
(ICMP).Once the different measurement acquisition methods have been presented, it is very important to identify the most relevant QoS
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parameters for real-time applications. Two common and ubiquitous parameters are used to measure QoS levels are bandwidth and delay. These two
parameters have been selected for JEQoSIM because they make it possible for the client to check the performance of his Internet access, especially
when it is used for real-time communications. As this kind of communications mainly uses RTP, which in turn uses UDP, this is the protocol selected
for the estimations.The bandwidth estimation algorithm selected for JEQoSIM is One-way, and it is based on the transmission, in both directions of
communication, of bursts of k UDP packets withconstant packet size (S) (packet trains). B. Bandwidth estimation algorithm Given a path between
two network end points that includes n links L1, L, ... Ln with bandwidths BW1, BW2, ..., BWp, the bottleneck bandwidth (BBW) can be defined as:
BBW = min (BW1, BW2... BWp) Next, given a linkLj with bandwidth BWjand traffic load TL;, the available bandwidth (ABW) in the link is
defined as: ABW; —TL;

We present a two-step algorithm in order to obtain the available bandwidth. In the first step, we send the packets in the burst as close in time as
possible, that is, with the minimum gap between them. In such conditions, other packets sharing the link are not likely to merge with the so closely ones
in the burst. As explained in, when the burst crosses a link with less bandwidth, the packet spacing becomes higher (the packet rate becomes smaller).
This increment in the packet spacing is preserved when the burst crosses higher speed links (Figurel), allowing us to measure the bottleneck link
capacity at the reception of the burst as the sum of the length of the packets received in response to the burst, divided into the time between the
reception of the first and the last answer. The second step (Figure 1) consists on sending the packets in the burst at a rate equal to the nominal capacity
just obtained. Now, a packet spacing increase will be due to other packets in the link merging with the burst. This increase allows us to estimate the
available bandwidth in the bottleneck, by using the formula shown in (3) again.

((n-1x packet_size) (t, -t;)
Bottleneck bandwidth =

An important factor to consider is the number of packets to include in the burst, as well as the size of these packets. The aim is to obtain a good
estimation of the links but being as less intrusive for the network as possible. In fact, the greater the number of packets in the burst and the greater
their size, the more intrusive the method. But having more packets in the burst implies more accurate estimations. show that using five packets by
burst allows reaching a trade-off between good bandwidth estimation and little bandwidth required for the estimation method. The parameters that
characterize this algorithm (packet length, number of packets per burst, packet spacing in a burst and time between bursts) are fully configurable to
select those better suited for each particular scenario. It is important to note that this estimation method is much less intrusive than traditional bandwidth
speed tests because transmits less information (UDP) than other methods (TCP) and produces acceptable results with a minimum bandwidth waste. It is
also capable of estimating bandwidth under realistic circumstances, i.e. when the user is generating other network traffics, which makes the value of
ABW a crucial parameter in order to decide whether a particular real-time application can be used in conjunction with other traffics.

2.2. Java technology
Java has been selected as the underlying technology for JEQoSIM because it is platform independent and widely used in Internet. A Java applet is
responsible for the client side of the system that in turn communicates with a Java application running in the web server, from which the applet has been
downloaded, making the appropriate measurements. Java applets have their specific security restrictions and limitations, especially regarding time
accuracy, but they do not cause important estimation errors when
working with low speed accesses (up to 1 Mbps in the downlink).

Moreover, in a real application there is a clock granularity (G), which can

be defined as the maximum time interval in which the system clock
measures the same moment. Thus, it is possible to divide the time in
discrete intervals (timeslots) and to consider that the exact timeslot
where a frame has arrived is known (instead of knowing its exact arrival

time t). Therefore, the time difference between the last (tx) and the first f f‘

(t1) frame is unknown, but the number of intervals (n) between their T Packet spacmg 1 ]
agivals is known.hTime precisi(()jn depends on clock resolution and f f Zap owases o Packet spacing
affects time synchronization and parameter acquisition accuracy. In e . :

Java it is >:;|etermined by thg Java Virt?:al Machine (XVM) Irutlalp'a.;:ket bottleneck lmk is preserved on
implementation in each operating system and computer architecture. Spacmg }"'E}L?IFPEE':]'
This resolution problem increases when S is small or the access links

rate is high, because the measured time intervals can be very small. _
Nevertheless, if more time resolution were needed, Java Native Figure 1

Interface (JNI) could be used to add C++ code. Packet burst through a bottleneck link

3. SYSTEM ARCHITECTURE CENTRAL NODE

JEQoSIM has been developed according to the scenario presented in K KV:PD zerver
‘\~ erver

Fig. 2 as can be seen; there is a central node where users come to get
their QoS measurements. This central node contains a web server that
hosts Hypertext Mark-up Language (HTML) pages and the Java applet
that implements the client-side application to be displayed in a Java-
compatible browser. In addition, a Network Time Protocol (NTP) server
and an UDP bursts server (the server that receives the UDP packet
bursts and replies to them) that takes the appropriate measurements
are installed. The data flow diagram of Fig.3 shows the process of
making QoS estimation with JEQoSIM. When a user loads the main
web page, an applet is downloaded showing three differen versions:
simple, advanced (for advanced users) and monitoring (designed to do
scheduled QoS estimations). Then, the applet sends the user identifier
and the server confirms it. The next step for the applet is to exchange
NTP messages with the server in order to be synchronized. As soon as
the time offset between the server and the client is corrected, TCP
communications are used to establish the burst parameters (number of
bursts, frames per burst, frame length, etc.). When the server processes _
those parameters, the UDP bursts client is accepted or refused through General network scenario

the TCP connection.

If the answer is affirmative, several UDP bursts are sent in the uplink and in the downlink.To notice the end of the UDP bursts, two TCP “End of
Burst” messages are sent. Once these TCP messages reach the client and the server, both of them exchange their measurements using TCP. By this
way, the results can be displayed by the applet in the user’s browser and stored by the server for further processing.

Bursts Server

—Uplink
— —Downlink

End users

Figure 2
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4. EVALUATION TESTS

4.1. Test scenarios _ ’ Eidiisie —TICP CENTRAL
JEQo0SIM has been validated in commercial Internet accesses.  This UDP NODE
paper presents several evaluation results obtained with the following % """" il
commercial accesses:
4.1.1 Asymmetric Digital Subscriber Loop (ADSL) APPLET HTTP GET
300 kbps in the uplink and 1 Mbps in the downlink, with 10% guaranteed DOWNLOAD | HTML PAGE AND APPLET
in the contract. The capacity is greater than that of an analog modem, but WEB
only a percentage of it is available. Information is transmitted using fixed — SER ID. SERVER
size Asynchronous Transfer Mode (ATM) cells. As its name indicates, IDENTIFIER | USER CONF
both capacity and available bandwidth are asymmetrical.
= NTP REQUEST -
4.1.2_ General Packet_ Ra_dlo Service (GPRS) and Universal NTP SYNC | oo pror v TR
Mobile Telecommunication System (UMTS)
These accesses are shared between several users. However, available BURSTS OHNECTION REQUEST
bandwidth should remain almost constant, but its value can vary SERVER CONNECTION ACCEPTED
depending n the radio link conditions. Delay is greater than in the other ACCESS
accesses due to channel coding and interleaving. It is important to remark
that a typical user of JEQoSIM only knows the access parameters given
by his ISP (access capacity and guaranteed bandwidth), but this is not
enough in order to characterize the behavior of the access in a working BURSTS
situation. The bandwidth available to a particular user may vary through BURSTS SERVER
the time in a particular access, since ISPs only guarantee a certain EXCHANGE
percentage of it. As a result, real tests with commercial accesses can
produce more significant results. A bandwidth monitoring process would ’ END OF BURST
be of special interest, and for that reason JEQoSIM has the monitoring | . =
option. %
DATA UPLOA
RESULTS
4.2. Test parameters EXCHANGE W
The results presented in the next section correspond to several tests that SR
consisted of:

v" Number of bursts sent: 48 bursts in both uplink and downlink.
v Time between two consecutive bursts: 1 min. -
v Variable frame size (S): 100, 400 and 1000 bytes of UDP Data flow diagram

data without overhead.

Packets per burst: k=5 and k=10 have been chosen.

Test conditions: No competing traffic, in order to measure BBW instead of ABBW.

Different tests over the same link have been interleaved to concur at the same hour of the day.

Figure 3

ANENEN

5. RESULTS AND DISCUSSION

The results obtained in the evaluation tests are presented in Table I. It shows the mean () and the standard deviation (9 of the BBW for each of the
tests presented in the previous section. In general, if S and k are low (S=100 and k=5) in order for the QoS estimations not to be very intrusive, o
increases. On the other hand, if S and k are high (S=1000 and k=10), o decreases but the QoS estimations are more intrusive for the network the
following points discuss the relevant aspects of the test results for each technology in more detail:

—-ADSL: Depending on the value of S used, the BBW at the IP layer (ADSL-I) varies.

ADSL-II results have been obtained by taking into account ATM headers and represent bandwidth at the ATM layer. The variations in the value of p
depending on S in ADSL-I do not appear in ADSL-Il. Finally, the percentage of the contract bandwidth that the ISP is really providing can be
calculated. In all cases, the downlink and uplink reach almost 100% of the contract.

-GPRS and UMTS: In these accesses, M results using S=100 are different from the rest. In order for the QoS estimation can be less reliable using this
value of S. Furthermore, delay is much greater than in the previous wired accesses.

6. CONCLUSION

A Java-based real-time QoS estimation system specially aimed at real-time multimedia applications has been developed to evaluate Internet accesses.
This system is especially useful for End users who want to estimate the quality of their Internet access and check its performance regarding the use of
real-time multimedia applications. The usefulness of this system has been evidenced in the evaluation of commercial Internet accesses, since ISPs offer
wide QoS ranges that can vary through the time. Evaluation results show that the number of packets per burst and the packet size have a big influence
on the estimated QoS, so it is very important to study the particular technologies in depth, obtaining a suitable characterization of each access. The
results obtained for ADSL, GPRS and UMTS accesses fit the expected ones, but further research is required in order to obtain a more complete
characterization of these accesses. JEQoSIM only provides QoS estimations between the end user and a central server, but real-time application are
frequently used in a peer-to-peer basis, so a modification of the application in order to take measurements not only between the user and the central
node, but also directly between two users is being considered.
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